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Station Instructor 1 2
S615
Ext 172.16.10.1/16 172.16.1.1/16 172.16.2.1/16
Int 192.168.10.1/24 192.168.1.1/24 192.168.1.1/24
VLAN3 10.0.0.1/24 10.0.0.1/24 10.0.0.1/24
HMI 192.168.10.10/24 192.168.1.10/24 192.168.1.10/24
PLC 10.0.0.10/24 10.0.0.11/24 10.0.0.12/24

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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172.16.3.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.13/24

172.16.4.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.14/24

172.16.5.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.15/24

172.16.6.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.16/24

SIEMENS

172.16.7.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.17/24

172.16.8.1/16
192.168.1.1/24
10.0.0.1/24

192.168.1.10/24
10.0.0.18/24



SIEMENS

Instructor S615
Ext: 172.16.10.1/16
Int: 192.168.10.1/24
PC: 192.168.10.5/24

PLC192.168.10.10/24
HMI:10.0.0.10/24

Station 1 S615 Station 2 S615 Station 3 S61b

Ext: 172.16.1.1/16 GW:172.16.10.1 Ext: 172.16.2.1/16 GW:172.16.10.1 Ext: 172.16.3.1/16 GW:172.16.10.1
Int: 192.168.1.1/24 Int: 192.168.1.1/24 Int: 192.168.1.1/24
PC: 192.168.1.5/24 GW 192.168.1.1 PC: 192.168.1.5/24 GW:192.168.1.1 PC: 192.168.1.5/24 GW:192.168.1.1
PLC192.168.1.10/24 PLC192.168.1.10/24 PLC192.168.1.10/24
HMI: 10.0.0.11/24 HMI: 10.0.0.12/24 HMI: 10.0.0.13/24

Page 5
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SIEMENS

Subnetting Cheat Sheet

Quick Formulas:
Number of subnets ="2wheres is the number of bits borrowed)

Number of host addresses available per subn@'f:; 2 (where h is the number of host bits remaining after bits

are borrowed)

27 26 25 24 23 22 21 20 Power of 2
128 64 32 16 8 4 2 1 Network
Increments
(address
multiples)
128 192 224 .240 .248 .252 .254 .255 mask
2 4 8 16 32 64 128 256 # of subnetworks

(2 tothe power
of # of borrowed

bits)
125 126 127 128 129 /30 /31 132 CIDR C
117 /18 /19 120 121 122 123 124 CIDR B
/9 /10 /11 /12 /13 114 /15 /16 CIDR A

Page 7



SIEMENS

Task Given the IP host address of 192.168.3.222/27, find the following:
w Subnet Mask

Subnetwork starting address

1sthost address

Last host address

Broadcast address

Starting address of the next network

€ eegegee

IP host address 192.168.3.222/27

Mask

Subnetwork

1st Host

Last Host

Broadcast

Next Network

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

Task Given the IP host address of 172.28.114.9/21, find the following:
w Subnet Mask

Subnetwork starting address

1sthost address

Last host address

Broadcast address

Starting address of the next network

€ eegegee

IP host address 172.28.114.9/21

Mask

Subnetwork

1st Host

Last Host

Broadcast

Next Network

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.

Page 9



SIEMENS

Task Given the IP host address of 192.168.247.246/30, find the following:
w Subnet Mask

Subnetwork starting address

1sthost address

Last host address

Broadcast address

Starting address of the next network

€ eegegee

IP host address 192.168.247.246/30

Mask

Subnetwork

1st Host

Last Host

Broadcast

Next Network

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

On the network 131.1.123.0/27, what is the last IP address that can be assigned

to a host?

A.131.1.123.30
B.131.1.123.31
C.131.1.123.32
D. 131.1.123.33

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS
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Answer Key

Lab #1

Lab #2

SIEMENS

Lab #3

IP host address 192.168.3.222/27 IP host address 172.28.114.9/21 IP host address 192.168.247.246/30
Mask 255.255.255.224 Mask 255.255.248.0 Mask 255.255.255.252
Subnetwork 192.168.3.192 Subnetwork 172.28.112.0 Subnetwork 192.168.247.244
1st Host 192.168.3.193 1st Host 172.28.112.1 1st Host 192.168.247.245
Last Host 192.168.3.222 Last Host 172.28.119.254 Last Host 192.168.247.246
Broadcast 192.168.3.223 Broadcast 172.28.119.255 Broadcast 192.168.247.247
Next Network 192.168.3.224 Next Network 172.28.120.0 Next Network 192.168.247.248

Bonus Question: A

Page 13
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SIEMENS

Control Panel Home

1) Right Click on the Network Icon in the
Notification Area

Troubleshoot problems I T I

Network and shanng Cent .
[Cpen Network and Sharing Center ] Chanos sdvaneed horing

Z) Click on Open Network and Sharing Center | setings
3) Click Change adapter settings Bl T e poes A e
x @ Intel(R) PRO/1000 MT Desktop Ad... ﬁ Juniper Metwork Connect Yirtual ...

wlanl

4) Select the connected network and double click &1 o
“ﬂ, Intel(R) PRO/1000 MT Desktop Ad...

5) Accept the Windows warning by clicking Yes
R = |

- Program name  Metwork Connections
-, Verified publisher: Microsoft Windows

(v) Show details Yes || No |

Change when these notifications appear

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)
3)

4)

S)

6)

Click on Internet Protocol Version Z

(TCP/IPv4)
Click Properties
Select Use the following IP addres

Enter IP and Subnet Mask Only as
shown

Click OK until all the way out of the
network properties screens.

Close any remaining open screens

Networking | Authentication | Sharing |

Connect using:

| ¥ Intel{R) PRO/1000 MT Desktop Adapter

This cannection uses the following tems:

% Clignt for Microsoft Networks

Bl 305 Packet Scheduler

E File and Printer Sharing for Microsoft Networks

<& |ntemet Protocol Wersion & (TCP/IPvE)

B8 Intemet Protocol Wersion 4 (TCP/IPvd)

<. link-Layer Topology Discovery Mapper 140 Driver
i link-Layer Topology Discovery Responder

Install.. | | Unnstal | | Propetties

l

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocal that provides communication
across diverse interconnected networks.

SIEMENS

General

You can get IP settings assigned automatically if your network supports
this capahility, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Use the following IP address:

IF address:

Subnet mask:

Default gateway:

Ohbtain DM5 server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

validate settings upon exit

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) In web browser type http://192.168.1.1
2) Login with admin for the username and password

3) Click the Login button

j'SCALANCE S615 WEB Manage... %
@)@@5,192.1631.1 = T ‘

Most Visited @ Getting Started [[J] Web Slice Gallery

'y

SIEMENS v 2] 80

LOGIN

Name: admin z|

“H

For information about browser compatibility please refer to the manual

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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» : SIEMENS
Initial Setup- Login

Lab

1) Click OK to acknowledge that

the password mUSt be _/p' SCALANCE 615 WEB Manage... x.\-l- , [‘E‘M
Changed (- OO & 19216811 ¢ || Q Search w8 ¥ @ =

[85 Most visited @& Getting Started [] Web Slice Gallery

A Default admin password must be changed

Unrestricted © Siemens Industry, Inc. 2017 All
Page 18



1)

2)

3)

4)

SIEMENS

Enter the Current User Password
for admin: admin

fscALANCE 615 WEB Manage... %

In New Password box type: (€ 004 s 3 Ee fE s aO =

Admin!123 8 Most Visted @ Gettng Started [ Web Sice Gallry -
SIEMENS | Englisn [+] Ge
In Password Confirmation box typ

Admin!123

Current User: admin
Current User Password: esees

Click Set Values

User Account: admin
Password Policy: high
New Password: esessesse
Password Confirmation: [ETIIIIE
This connection
q- is not secure.
& Logins entered

here could be

compromised.
Learn More

Unrestricted © Siemens Industry, Inc. 2017 All rights re. _—__
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1)

2)

3)

4)

5)

6)

SIEMENS

The Basic Wizard automatically
launches

e G e
Find External (vlan2) (© 08 mies: ¢ |[Q seorr wE d a O

Most Visited @ Getting Started ] Web Slice Gallery

In the IP Address type in 172.16.. S/EMENS

where the X is replaced by the S
Station Number you were assign-

| English [¢] Ge
192.1 8.1 B | /CLANCE S615 0312112017 10:25:35

Enter the IP address and the subnet mask via which the management s accessible. Ifthe device is intended
for communication with devices (dagnosm shhons ‘e-mail servers ek:) in another subnet, also enter the IP
address of the default gateway.

In the Subnet Mask box type in
255.255.0.0

Internal (vian1)
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0

In the Gateway box type
172.16.10.1

External (ian2)
DHCP

Click Next IP Address: 172.16X1

Subnet Mask: 255.255.0.0

Gateway: 172.16.10.1

Unrestricted © Siemens Industry, Inc. 2017 All rights I _q
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SIEMENS

1) Click Next on the Device tab (we
I NBY Qu Yyl YAYy3

2) Click Use PC Time

3) Click Next

KS RS@GAOSYO
I Il SCALANCE $615 WEB Man... % ‘
(€08 wum ¢ |[Q seorc ftE ¥ A O =

{85 Most Visited @ Getting Started [} Web Slice Gallery
-~
SIEMENS

192.168.1.1/SCALANCE S615 0110112000 00:47:01

[ Time Manually
System Time: 03/21/2017 09:52:12

e

[INTP Client
Time Zone: +00:00

il [ 0.0.0.0 123 64

)i
1

Unrestricted © Siemens Industry, Inc. 2017 All rights rece~
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SIEMENS

1) Click Next to bypass DDN}. e

. @)@B 19216811 % ¢ ||Q Ssearch w8 ¥ A9 =
2) Click Next to bypaSS [B) Most Visited @ Getting Started [} Web Siice Gallery
. wlalE .

3) Verify Settings

4) Click Set Values

Unrestricted © Siemens Industry, Inc.
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SIEMENS

1+ Telnet Server
[+ 38H Server
[_| HTTPS Server only
[_| SMTP Client
|| Syslog Client
DCP Server:| Read/Write v

1) Navigate to and click on System

2) Navigate to and click on Configuration

3/ KFEyYy3aS G/ 2y FAIdzNY GA2Y az2RSé FTNRY

Time: | Manual v |
SHNMP:|[ SNMPv1/iv2civd v |
¥ SNMPw1/v2 Read-Only
[_| SNMPw1 Traps
Configuration Mode: | Automatic Save v

Automatic Save
_P

4) Click Set Values

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
Page 24

» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |
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SIEMENS

1) NaVigate to and CIiCk On e SCALANCE 5615 WEB Management (192.168.1.1) - Google Chrome - + X
. ; SCALANCE S615WEB | x lmj
Securlty (—-—) c [ @ 19216811 = T x5 @ g« &
SIEMENS 192.168.1.1/SCALANCE S615 B~
2) Navigate to and click on — S
Firewall -m
3) Uncheck the Activate o e
Firewall box e [0
4) Click Set Values .

Unrestricted © Siemens Industry, Inc. 2017
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SIEMENS

1) Navigate to and click on Layer 3
SIEMENS
2) Navigate to and click on NAT 192.168.1.1/SCALANCE S615

3) Check the Enable Masquerading for vlan2 (EXT)

4) Click Set Values

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Navigate to Information

SCALANCE 5615 WEB Management (192.168.1.1) - Google Chrome - + X

@ 192.168.1.1

Z) Navigate to Routing (e ) 6o

SIEMENS
192.168.1.1/SCALANCE S615 04/11/2017 12:28:27

Routing Table

0.0.0.0 0.0.0.0 172.16.10.1 vlan2 not used static
172.16.0.0 255.255.0.0 0.0.0.0 vlan2 0 connected
192.168.1.0 255.255.255.0 0.0.0.0 vlan1 0 connected
3 entries.

[Refresh |

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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Routing / Masquerading; Ping Test
Lab

Ping S615 Internal Address

Ping S615 External Address (172.16.X.1 where X is the station number assigned to you)

SIEMENS

BN CAWINDOWS\system32hemd.exe

icrosoft Windows [Uersion 6.1.76011
opyright (c> 208? Microsoft Corporation. All rights reserved.

sUserssklutrml >ping 192.168.1.1

Pinging 192 _168.1.1 with 32 hytesz of data:

[Reply from 192_.168.1.1: bytes=32 time{imz TTL=64
eply from 192.168.1.1: bytes=32 time=1mz TTL=64
eply from 192._168_1. hytes=32 time=1mz TTL=64
eply from 192.168.1.1: bhytes=32 time<imz TTL=64

Ping statistics for 192_168.1.1:

Packetsz: Sent = 4. Received = 4, Lozt = @ (Bx los=z),
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = 1ims, Average = Bms

IC=~Userssklutrml >

BN COWINDOWS\system32hemd.exe

tslUserssklutrml 2ping 172.16.1.1
Pinging 172.16.1.1 with 32 bytes of data:

i
ING: transmit failed. General failure.
PIMG: transmit failed. General failure.
PIMG: transzmit failed. General failure.
ING: transmit failed. General failure.

ing statistics for 1Y2.16.1.1:
Packets: Sent = 4. Received = B. Lost =

IC:~Uzers~klutrml >

h

4 (188x loss).

Page 29




SIEMENS

Control Panel Home

1) Right Click on the Network Icon in the
Notification Area

Troubleshoot problems I T I

Network and shanng Cent .
[Cpen Network and Sharing Center ] Chanos sdvaneed horing

Z) Click on Open Network and Sharing Center | setings
3) Click Change adapter settings Bl T e poes A e
x @ Intel(R) PRO/1000 MT Desktop Ad... ﬁ Juniper Metwork Connect Yirtual ...

wlanl

4) Select the connected network and double click &1 o
“ﬂ, Intel(R) PRO/1000 MT Desktop Ad...

5) Accept the Windows warning by clicking Yes
R = |

- Program name  Metwork Connections
-, Verified publisher: Microsoft Windows

(v) Show details Yes || No |

Change when these notifications appear

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)
3)

4)

S)

Click on Internet Protocol Version Z

(TCP/IPv4)
Click Properties
Enter Default Gateway

Click OK until all the way out of the
network properties screens.

Close any remaining open screens

Networking | Authentication | Sharing |

Connect using:

| ¥ Intel{R) PRO/1000 MT Desktop Adapter

This cannection uses the following tems:

% Clignt for Microsoft Networks

Bl 305 Packet Scheduler

E File and Printer Sharing for Microsoft Networks

<& |ntemet Protocol Wersion & (TCP/IPvE)

B8 Intemet Protocol Wersion 4 (TCP/IPvd)

<. link-Layer Topology Discovery Mapper 140 Driver
i link-Layer Topology Discovery Responder

Install.. | | Unnstal | | Propetties

l

Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocal that provides communication
across diverse interconnected networks.

SIEMENS

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

i) Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 . 1 .

Subnet mask: 255 , 255, 255,

Default gateway: 192 168 . 1 .

Obtain DMNS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server:

Alternate DMS server:

Validate settings upon exit

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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Routing / Masquerading; Ping Test SIEMENS

Lab

Ping S615 External Address (172.16.X.1 where X is the station number assigned to you)

Ping Instructor S615 External Address

B C:\WINDOWS\system32\cmd.exe = B ® || | g C\WINDOWS\system32\cmd.exe =

ssUserssklutrmd Fping 172.16.1.1 - ssUsepsskluterml >ping 172.16.168.1

Pinging 172.16.1.1 with 32 bytes of data:c [ inging 1Y2.16.108.1 with 32 bytes of data:
eply from 172.16.1.1: bhytes=32 time<ims TTL=64 eply from 172.16.18.1: bhytes=32 time=1ms TTL=63
eply from 172.16.1.1: bhytes=32 time{ims TTL=54 leply from 172_16.18.1: bhytes=32 time=1lms TTL=63
Reply from 172.16.1.1: bytes=32 time<ims TTL=h4 Reply from 172_16.18.1: bytes=32 time=1ims TTL=63
[Reply from 172.16.1.1: bytes=32 time<ims TTL=Gh4 Reply from 172.16.18.1: hytes=32 time=1ms TTL=63

ing statistics for 172.16.1.1: Ping statistics for 172.16.18.1:
Packets: Sent = 4. Received = 4, Lost = B (B@x loss>. Packets: Sent = 4, Received = 4. Lost = B (8% lossl,
Approximate round trip times in milli-seconds: Approximate round trip times in milli-seconds:
Hinimum = Bms. Maximum = Bmz. Average = Bnsz Minimum = ims,. Maximum = ims. Average = 1ims

IC:sUzerssklutrml > IC:sUserssklutrml >

h N
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SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
Page 33

» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |
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SIEMENS

e ——,

1) Navigate to and click on Layer 2 (€) 0k wama & | [ searh e+ A O =
Most Visited @ Getting Started [} Web Slice Gallery
2) Navigate to and click on VLAN SIEMENS (oo 2] 80

192.168.1.1/SCALANCE S615 0312212017 08:37:18

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID:
T 9 (NT COEN v | v | v | v | -
e EXT Static Z > = = Y
2 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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VLAN¢ Ping Test
Lab

Ping thePLC

Page 36

SIEMENS

BN CAWINDOWS \system32\cmd.exe

C:slUzerssklutrml »ping 192.168.1 .18

Pinging 192.168.1.18 with 32 hytes of data:
192 . 168.1.18: hytes=32 timet<imsz TTL=64
192 .168.1.18: hytes=32 time<ims TTL=64
192 . 168.1.18: hytes=32 time<imsz TTL=64
Reply from 192.168.1.18: bhytes=32 time{imz TTL=64

Ping statistics for 172.168.1.18:
Packets: Sent = 4, Received = 4, Lost = B (8% loss).
Approximate round trip times in milli—seconds:

Minimum = Bmz, Maximum = Bmsz,. Average = Bms

C:sllszerssklutrml >




SIEMENS

f I SCALANCE 5615 WEB Man... %

1) In the VLAN ID box, type 3 @)@B 10216811 e |[Q search -1 |
[8) Most Visited @ Getting Started [ Web Slice Gallery
2) Click on the Create button SIS (g [5] &2

192.168.1.1/SCALANCE S615 0312212017 08:47:36

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID: 3|

?__—
.

aj INT static

Pt P2 P3 P4 PS5
u U u | U =

U

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) The new VLAN is created

>) Click in the box under Name an > = -

next to the VLAN ID 3 and type

Go
. SIEMENS
in Controls 192.168.1.1/SCALANCE S615 04/11/2017 13:36:25
_
Base Bridge Mode: | 802.1Q VLAN Bridge v
VLAN ID:
Select VLANID ~ Name  Status ~ P1 P2 P83 P4 P5
0 1 INT Static u u ] u -
0 2 EXT Static - - - N U
O s Static
3 entries.
[Create | [Delete | [Scf Valucs | [Refresh]|

Unrestricted © Siemens Industry, Inc. 2017 All rig
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SIEMENS

f- SCALANCE 615 WEB Man... X = | @ | '53

1) Select the box under Name and next to (€ @& s & |[Q sear wEe A =
VLAN ID 1 and change it to Engineering & tesVviisi @ Geting stored [ Web iice Gallery
SIEMENS [Engiin ] €2
2) Select the box under Name and next to 192.168.1.1/SCALANCE S615 0312212017 08:49:25

VLAN ID 2 and change it to Corporate

3) Click Set Values

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID:

! Engineering  Static.
2 Corporate Qlaﬁn - | - - | - | ©
NE comos  Static = = = »

3 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

I Il SCALANCE $615 WEB Man... %

{@)@B 19216811 ¢ || Q search wa 3 A O

1) Click on the U under P3 in the VLAN ID

M N\E é I y R é Kél y 3 S 7\ U [8) Most Visited @ Getting Started [J] Web Slice Gallery B
2) Click on the U under P4 in the VLAN ID K 192.168.1.1/SCALANCE S615 0312212017 08:51:34
M NRg | YR O el yasS Al

3) Click Set Values

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID:
Select VLANID ~ Name  Staus ~ P1 P2 P3 P4 P5
- ,;1“ anineering w U ,U = A U =
B Corporate  Static. - - BN - u
Nah conmols  Static | - - ‘;l.: ‘
3 entries. F
<5
)
: [Create ] [Delete | [etvalues ] [Refresh|

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1)/t A0 & vyd

-2
<9¥‘

L5 o NRg | R
2) 1 t A0 -& ydziKSN
L5 o NRBRg | YR

3) Click Set Values

f Il SCALANCE 5615 WEB Man... x

NJdat o A y:\@)c)a 192168.11 ¢ || Q seorcn e ¥ A9
I' y 3 S MostVisited QGeEﬁngStatied-'WebSTKeGalluy

| English [+] So

, SIEMENS
Jatn AY 192.168.1.1/SCALANCE S615 0312212017 085359
|'

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID:

| Engineering  Static
?2? Corporate Staic - | = | -1 -1
[ 32 ~ Controls Staﬁc I = - u u

3 entries.

---}_

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)

3)

4)

SIEMENS

_f Il SCALANCE $615 WEB Man... x

Click on the Port Based VLAN tab @)@B 19216811 ¢ |[Q searcn s A '- .

Most Visited @ Getting Started [[J] Web Slice Gallery

Click on the dropdown under Port VID
in the P3 row and change it from
VLANL1 to VLAN3

SIEMENS (o ] g
19. 1 6.1 1/SCALANCE S1 0312212017 08:58:35

Click on the dropdown under Port VID

in the P4 row and change it from ¥information E— PotviD
- Allports  No Change [+] No Change [+] No Change
VLAN1 to VLANS
. - . 0 VLANT  [] Al
Click Set Values P2 o Glwa [ @
PVLAN P3 0 [=]
St o : 0
P5 0 [+]
[Set values | [Refresh]
Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

W+ G i

1) The Port Based VLAN screen should (€) 04 wmasis & ][R sear *B ¢ A9 =
look like these settings Most Vited @ Geting Stated [ Web ice Galr -
SIEMENS | Englisn [w] Go
192.168.1.1/SCALANCE S615 0312212017 08:59:49

Allports  No Change [+] No Change [+] No Change No Change [+|[ CopytoTable |

P1 0 VLANT [ ] Al
P2 0 [l o] Al = @
P3 0 VLAN3 Al [=]
P4 0 VLAN3 [ Al =
P5 0 VLAN2 o] Al

X
“-
Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

f [l SCALANCE S615 WEB Man... %

1) Click on the General tab @)@ﬂ' 10216811 ¢ || Q search R-2N-IE A

[B) Most Visited @ Getting Started [} Web Slice Gallery

2) The uunder P3 and P4 inthe VLANID ... (Engion [2] &2

o NR¢g aKzdAZ R y2¢ 0 192.168.1.1/SCALANCE S615 032212017 030058

Base Bridge Mode: 802.1Q VLAN Bridge
VLAN ID:
[ -1‘ - Engineering 3 0] u = | = | o
a 2 Corporate ; | = | - | = | ©
L ,3\‘:' ] Controls 'éﬁc i = [ = [ U { U |
3 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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VLANg Ping Test SIEMENS

Lab

1) Ping thePLC

File Edit Wiew Search Terminal Help

; ping 192.168.1.10 -c 4
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

--- 192.168.1.108 ping statistics ---
4 packets transmitted, ® received, 100% packet loss, time 3815ms

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |
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SIEMENS

f Il SCALANCE S615 WEB Man... %

1) Navigate to and click on Layer 3 (€ 08 s 1 sl
Most Visited @ Getting Started ] Web Slice Gallery
2) Navigate to and click on Subnets (s ] e
SIEMENS
192.168.1.1/SCALANCE S615 0312212017 095335

Interface: VLAN1

20-87- -30

E B —

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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VLAN Routing Initial Screen
Lab

Ping the HMI at IP Addre$68.0.0.1X where s
the station number assigned to you

Page 49

SIEMENS

BN CAWINDOWS\system32\cmd.exe

C:slsersskluterml *ping 18.8.8.18

Ping statistics for 18.A.8.18:
Packetz: Sent = 4, Received

Cisllzerssklutrml >

Pinging 18.8.8.18 with 32 hytes of data:
Reply from 192.168.1.1: Destination host
Reply from 192.168.1.1: Destination host
Reply from 192.168.1.1: Destination host
Reply from 192.168.1.1: Destination host

= 4, Lost

unreachahle.
unreachahle.
unreachahle.
unreachahle.

= @A <@ loss>,

o | B ) |




SIEMENS

f Il SCALANCE $615 WEB Man... %

1) Navigate to and click on Layer 3 o= o o °.
] . Most Visited @ Getting Started ] Web Slice Gallery
Z) Navigate to and click on Subnets ] e
SIEMENS

192.168.1.1/SCALANCE S615 03222017 095537
3) Inthe Interface dropdown, select VLAN3

4) Click Create

Interface: VLAN1

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

Mscumcesssweven. x\k o =e ]
1) Note the new vlan3 interface (€ 04 e e |[Q search te A O =

Most Visited @ Getting Started [[J] Web Slice Gallery

2) Either the Configuration tab can be clicked ¢ ¢ yiens
the vlan3 that is underlined can be clicked t« 192.168.1.1/SCALANCE S615 e
go to the configuration of the interface

| Englizh [] S0

Interface: VLAN1

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =
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SIEMENS

—| (=] > |
e

1) Click on the Configuration tab (€) 0 & s ¢ |[Q searn %Ee ¢+ A O =
Most Visited @ Getting Started [[J] Web Slice Gallery
2) Click in the box next to Interface Name: and gjepmens (oo [2] &0

change it from INT t&ngineering 192.168.1.1/SCALANCE S615 03222017 101202

3) Click Set Values

Interface (Name): vian1 (PLC)
Interface Name: Engineering

WAC Address: 20-87-56-15-c1-30

DHCP
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Broadcast IP Address: 192.168.1.255

Address Type: Primary

[ TIA Interface

q-

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. R
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SIEMENS

S — e
1) Click the dropdown next to Interface (Name; ¢ ¢ & wusn

¢ ||Q search e+ A9 =
and select vlan2 (EXT) T e e
SIEMENS (Enin[] g

192.168.1.1/SCALANCE S615 0312212017 10:4331

Interface (Name): ivian2 (EXT) v

Interface Name: (Vian1 (PLC)
MAC Address: vian3 (HMI)

ppp2 (Ppp2)
loopback0 (loopback0)

IP Address:
Subnet Mask: 255.255.0.0
Broadcast IP Address: 172.16.255.255
Address Type: Primary.
) [CITIA Interface

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

—|:(a] 2 |
B scusncesswaven. « G

1) Click in the box next to Interface Name: and ¢ o & susu & |[Q search e + A OQ =
change the name from EXT to Corporate & wesvite @ setingsiares I websice Gty
SIEMENS | Englisn [] Go

2) Click Set Values 192.168.1.1/SCALANCE S615 RS RAS

Interface (Name). vian2 (Corporate)
Interface Name: Corporate|
WAC Address: 20-87-56-1
DHCP
IP Address: 172.16.1.1
Subnet Mask: 255.255.0.0
Broadcast IP Address: 172.16.255.255
Address Type: Primary.
[T]TIA Interface

“-

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. e==
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SIEMENS

f- SCALANCE S615 WEB Man... % = @] R

1) Click on the dropdown next to Interface (€ 0 & s & |[X seor B+ A O =
(Name): and select vlan3 8 Most Visted @ Geting Sared [ Web Sce Gallery
SIEMENS | Englisn [¢] G0

192.168.1.1/SCALANCE S615 0312212017 10:02.37

Interface (Name): vian3 (ian3)
Interface Name: vian3

MAC Address: 20-87-5
DHCP

IP Address: 0.0.0.0

Subnet Mask: 0.0.0.0
Broadcast IP Address: 255.255.255.255

Address Type: Primary
o [1TIA Interface

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. ==
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1)

2)

3)

4)

SIEMENS

e,

Click in the box next to Interface Name: and ¢ « 4w 3 E———
change it from vlan3 t&€ontrols Mest Visted @ Getting Sarted [ Web Sice Gallry

PR SIEMENS [Engiin [] G0
Click in the box next to IP Address: and ente 192 168.1 1/SCALANCE S615 e
10.0.0.1
Click in the box next to Subnet Mask and er

. nformation Interface (Name): vian3 (HMI)
I n 255 . 255 . 255 . O - _v ,: : Interface Name: Controls
ok MAC Address: 20-87-56-15-c1-32.
Clotep
CIle Set Values - IP Address: 10.0.0.1
Gt Subnet Mask: 255.255.255.0
~Laver3 Broadcast IP Address: 10.0.0.255
Address Type: Primary
[ZIT1A Interface

q-

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. ==
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SIEMENS

1) Navigate to and click on Layer 3

2) Navigate to and click on NAT

3) Check the Enable Masquerading for vig@antrols)

Masquerading

4) Click Set Values interface  Enable Masquerading
vlanl (Engineering) D
vlan2 (Corporate) it
vlan3 (Controls) E]
ppp2 td

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
Page 57



: : : IEMEN
VLAN Routing Interface Configuration > >

Lab

Ping thePLGat IP Addres40.0.0.1Xvhere X

o B |

IS the station number assigned to you B N DO e o

C:sUzeprs-klutrml>ping 10.8_.8_1A

Pinging 18_.8_8_10 with 32 bhytes of data:
18.8.8.18: hytes=32 time=1msz TTL=63
18.8_8_18: bytes=32 time=1ms TTL=63
18.8.8.18: hytes=32 time=1msz TTL=63
18.8_8_18: bytes=32 time=1ms TTL=63

Ping statistics for 10.0.8.108:

Packetz: Sent = 4, Received = 4, Lost = 8 (8 loss>,
Approximate round trip times in milli-seconds:

Minimum = dmz, Maximum = ims, Average = 1ims

CislUzerssklutrml >
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SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |
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SIEMENS

f. SCALANCE S615 WEB Man... % =@ %

1) Navigate to and click on Layer 3 (€)0& s & |[Q sear & + A9 =
[Bh Most Visited @ Getting Started ] Web Slice Gallery
2) Navigate to and click on NAT SIEMENS ot [z] o0

192.168.1.1/SCALANCE S615 0312212017 1258:18

3) Click on the NETMAP tab

Type: Source
Source Interface: vianl (Engineering)
Destination Interface: vian1 (Engineering)
Source IP Subnet: »
Translated Source IP Subnet:
Destination IP Subnet:

Translated Destination IP Subnet:
e P e
< »

0 entries.

[Create | [Detete | [Refresh

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =
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SIEMENS

f [l SCALANCE S615 WEB Man... x

1) Click the dropdown next to Type: and select@m B0 A e s n O
Destination

Most Visited @ Getting Started ] Web Slice Gallery

SIEMENS Englisn [] Ge
192.168.1.1/SCALANCE S615 0312212017 12:59:27

Type: Source
Source Interface: LSource
Destination

Destination Interface: vian1 (Engineering) b3 Ed

Source IP Subnet:

Translated Source IP Subnet:

Destination IP Subnet:

Translated Destination IP Subnet:

0 entries.
[Create][Detete] [Refresn]

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

j [l SCALANCE S615 WEB Man... x

1) Click the dropdown next to Source Interface ¢ s s

€ |[Q Search wE ¥ O =
and select vlan2 (Corporate) 8 Mest Visted @ Gettng Strted [ Web ice Gallery
SIEMENS | English [xe] Ge

192.168.1.1/SCALANCE S615 0312212017 13:23:48

Tvpe: Destination

Source Interface: vian1 (PLC)
Destination Interface: vlanl (Engineering
W vian2 (Corporate)
Source IP Subnet | yjan3 (Controls)
Translated Source IP Subnet: gDDZVPN( i
en a
Destination IP Subnet | iEVA RG
Translated Destination IP Subnet: | IPsec (all)

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

S ———.

1) Click the dropdown next to Destination (€) 04 v oy EikEaasil=
Interface: and select vian@ontrols) 8 Mot Visted @ Geting Strted [ Web ice oty
SIEMENS (Enin[] g

192.168.1.1/SCALANCE S615 0312212017 13:24:39

Type: Destination
Source Interface: vian2 (Corporate)
Destination Interface: vian1 (PLC)
o
Translated Source IP Subnet:
Destination IP Subnet:

Translated Destination IP Subnet:

EIE]

)

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

/M SCALANCE S615 WEB Man... %

1) Click the box next to Source IP Subnet: and « o & s e |[Q searh FrErx:
type in 172.16.10.1/32 8 Most Visted @ Getting Started ] Web Sice Gallery
SIEMENS ot [o] o

192.168.1.1/SCALANCE S615 0312212017 133207

Type: Destination
Source Interface: vian2 (Corporate)
Destination Interface: vian3 (Controls)
Source IP Subnet: 172.16.10.1/32
Translated Source IP Subnet:
Destination IP Subnet:
Translated Destination IP Subnet:
o = 3
0 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =

Page 65



SIEMENS

S ———.

1) Click the box next to Destination IP Subnet: ¢ 4 wwi: A *B 4 O =
and type in 172.16.X.50/32 where X is the & wesvste @ Getting Started [ Web Slice Gallery
number of the station assigned to you R (et [2] g0

192.168.1.1/SCALANCE S615 0312212017 13:34:12

Type: Destination
Source Interface: vian2 (Corporate)
Destination Interface: yjan3 (Controls)
Source IP Subnet: 172.16.10.1/32
Translated Source IP Subnet:
Destination IP Subnet: 172.16.X.50/32
Translated Destination IP Subnet:
. S —| ’
0 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

f. SCALANCE S615 WEB Man... % = | @ | X

1) Click the box next to Translated Destination (€ 08w & IQ s te s a9 =
Subnet; and type in 10.0.0.1X/32 where X is [B) Most Visited @ Getting Started [} Web Slice Gallery
the number of the station assigned toyou oot [2] 0

_ 192.168.1.1/SCALANCE S615 031222017 133525
2) Click Create

Type: Destination
Source Interface: vian2 (Corporate)
Destination Interface: yjan3 (Controls)
Source IP Subnet: 172.16.10.1/32
Translated Source IP Subnet:
Destination IP Subnet: 172.16.1.50/32
Translated Destination IP Subnet: 10.0.0.10/32

; S ———_ *

0 entries.

HEE

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. o
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SIEMENS

o SCALANCE 5615 WEB Management (192.168.1.1) - Google Chrome —
; [ SCALANCESG1SWEB | %\ | petafe |

l) NOte the entry fOr <> C [@192.168.1.1 Qi‘ﬁ]ﬂ > v & ©
Destination NAT el

SIEMENS
192.168.1.1/SCALANCE S615 I
perform a ping test e
Type: Destination v
Source Interface: | vian2 (Corporate) v
Destination Interface: | y|gn3 (Controls) Il

Source |P Subnet: 172.16.10.1/32
Translated Source IP Subnet:
Destination IP Subnet: 172.16.1.50/32
Translated Destination IP Subnet: 10.0.0.10/32

|| Destination vlan2 172.16.10.1/32 172.16.1.50/32 10.0.0.10/32
1 entry.

Unrestricted © Siemens Industry, | —
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SIEMENS

f [l SCALANCE S615 WEB Man... x

1) Click the check box next to the NAT rule in tl¢ o4& e & | [ Seormh FrErx:

Select column 8 Most Viited @ Geting Stated ] Web Sce Gllry
SIEMENS | Englisn [+] Ge
2) Click Delete 192.168.1.1/SCALANCE S615 03/22/2017 14:03:15

Type: Source
Source Inferface ylan1 (Engineering)
Destination Interface; yjan1 (Engineering)
Source IP Subnet:
Translated Source IP Subnet:
Destination IP Subnet:
Translated Destination IP Subnet:

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. R
Page 69



.3~
1’
- y

- Iemens
e Industriepark!

e
:

oy R &

-

- ?,e. . bk *
Unrestricted © Sié dqs.t.r}/,.lﬁg..2017 All.rlg Mg ". ‘
“-.ﬁ*./. e .

.



SIEMENS

1) Click the NAPT Tab

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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f Il SCALANCE $615 WEB Man... %

@)@B 19216811 ¢ |[Q search IB-2N-I A
Most Visited @ Getting Started ] Web Slice Gallery

| English Go

192.168.1.1/SCALANCE S615 0312212017 14:08:25

SIEMENS

Source Interface: yian1 (Engineering)@
Traffic Type: TCP
Use Interface IP from Source Interface
Destination Port: 100
Translated Destination IP Address:
Translated Destination Port: 100

select Sourceimetace TOHC SRS pestostone  pesostonrart  FEIINSS
e T —— 3

0 entries.



SIEMENS

I [l SCALANCE S615 WEB Man... x

1) Click the dropdown next to the Source (€) 0 & sma & |[R seorh %B & A O =
Interface: and select vian2 (Corporate) 8 Most Visted @ Geting Stated [ Web i Gl
SIEMENS | English [w] Go

192.168.1.1/SCALANCE S615 0312212017 14:21:10

Source Interface. vian1 (Engineering|.

Traffic Type:
vian2 n.;r:xrpc:ratei‘»
vlan3 (Controls) ¥

Destination IP Address: {PPP2
Destination Port: 100
Translated Destination IP Address:

Translated Destination Port: 100

$ l“ I3

0 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)

3)

4)

5)

SIEMENS

[l SCALANCE $615 WEB Man... %

Make sure there is a check in the box next tt ¢ o & s ¢ ][ seor &8+ a0 =

User Interface IP from Source Interface 8 Most Visited @ Getting Stared [ Web Sice Gllery

. . SIEMENS | English [w] Ge
In the box next to Destination Port: enter the 1192.168.1.1/SCALANCE S615 R
value 4443 —
In the box next to Translated Destination IP "

Source Interface: vlan2 (Corporate)
Traffic Type: TCP
Use Interface IP from Source Interface
Destination IP Address: 172.16.1.1
Destination Port: 4443
Translated Destination IP Address: 10.0.0.10
Translated Destination Port: 443

< m ] 3

0 entries.

Address: enter the IP Address 10.0.0.1X wh
X is the number of the station assigned to yc,,....

enter the value 443

Click Create
)

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =
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SIEMENS

f. SCALANCE S615 WEB Man... % = | @ | ,x

1) Note the final entry (€) 0k s 5 | ¢ || A seort B+ a0 =
[Bh Most Visited @ Getting Started ] Web Slice Gallery
Z) Instructor will test by browsing to the IP SIEMENS (Eoshle] e
Address of the station utilizing port 4443. 192.168.1.1/SCALANCE S615 M

Source INterface’ yian1 (Engineeri
Traffic Type: TCP [=]
Use Interface IP from Source Interface
Destination Port: 4443
Translated Destination IP Address:
Translated Destination Port: 443

T TR 4443 10.0.0.10 443
1 entry.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =
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SIEMENS

f. SCALANCE S615 WEB Man... % =@ %

1) Click the check box next to the NAPT rule ir e o4 s o C |[Q seorn %8 3 a9 =

the Select column [B) Most Visited @ Getting Started [} Web Siice Gallery
. SIEMENS [Engisn [o] e
2) Click Delete 92.168.1.1/SCALANCE S615 w20 152514

Source Interface: yjan1 (Engineeri
Traffic Type: TCP [w]
[¥] Use Interface IP from Source Interface
Destination IP Address: 192.168.1.1

Destination Port: 4443
Translated Destination IP Address:
Translated Destination Port: 443

B T ST 4443 10.0.0.10 443
1 entry.

-%-

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. =
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SIEMENS

—|i[=] 2 |
B scusmcesswaven. « G S

1) Click the NETMAP tab (€) 0 & 101 o C |[Qseomn B 3 O =
Most Visited @ Getting Started [ Web Slice Gallery
Z) Select Type: Destination SIEMENS (e []

192.168.1.1/SCALANCE S615 0302212017 15:33:08

3) Source Interface: vlan(Engineering)

4) Destination Interface: vian@ontrols) 1995 Destton

Source Interface: vian1 (PLC)
Destination Interface: vian1 (PLC)

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. L=
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SIEMENS

]- SCALANCE S615 WEB Man... % =@ 3

1) Inthe box next to Source IP Subnet: enter ¢ 4 s | ¢ |[Q seorh B 3 A O =
19216815/32 Most Visited @ Getting Started [[J] Web Slice Gallery
o SIEMENS .
2) In the box next to Destination IP Subnet: 192.168.1.1/SCALANCE S615 s e
enter 192.168.1.50/32 B -
3) In the box next to Translated Destination IP e esiten
Subnet: enter 10.0.0.1X/32 where X is the = Dntsion et v omr
number of the station assigned to you ERPON il il
4) Click Create = B I R~
; = o »

0 entries.

%--

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. ==
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SIEMENS

. SCALANCE S615 WEB Man... %

1) Note the newly added Destination NAT rule (€ 08 s

90% _C'HQSearch |*|g 4 # Q‘E
[B) Most Visited @ Getting Started ] Web Slice Gallery
2) Select Type: Source s e

192.168.1.1/SCALANCE S615

03/22/2017 15:42:45

Type: i Source -
Source Interface:

Destination Interface:

vlanl (Engineering) [=]
Source IP Subnet:
Translated Source IP Subnet:
Destination IP Subnet:
Translated Destination IP Subnet:

19216815032

1 entry.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)

3)

4)

SIEMENS

]- SCALANCE S615 WEB Man... % =|8 | X

In the box next to Source IP Subnet: enter (€ 0 & I e+ a0 =
192 168 1 5/32 [8h Most Visited @ Getting Started [} Web Slice Gallery

SIEMENS (Engnee]
In the box next to Translated Source IP 192.168.1.1/SCALANCE S615 02222017 155008

Subnet: enter 10.0.0.50/32

Mac
- s
T

In the box next to Destination IP Subnet: s

enter 10.0.0.1X/32 where X is the number ¢ e
the station assigned to you e
Destination IP Subnet: 10.0.0.10/32
. Translated Destination [P Subnet:

Click Create | -_——
: 192.168.1.5/32 192.168.1.50/32 10.0.0.1032
: I_IH_ Py
s 1 entry.

%--
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SIEMENS

A scounc s wa .« G I

1) Note final configuration (€ 0& s & | & 1 som ik =
Most Visited @ Getting Started [[J] Web Slice Gallery
2) Test configuration by trying to ping SIEMENS p——

192.168.1.1/SCALANCE S615 03222017 160557

192.168.1.50

Tipe Source
Sewrcz == ylanl (Engineering)
Destnzion wem= yvlanl (Engineering)
Source © Suonet
Transiated Sourcs P Sunst
Destination P Sugnet-
Transiztes Destination © Suonet.

OO

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. ==
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SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |




-
. 'l

-
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SIEMENS

W G

1) Navigate to and click on Security (€) 08 nps/s216811
Most Visited @ Getting Started [} Web Slice Gallery
2) Navigate to and click on Firewall RS

192.168.1.1/SCALANCE S615

3) Click the box next to Activate Firewall

4) Click Set Values

Activate Firewall
TCP idle Timeout [s]: 86400

UDP Idie Timeout [s]: 300

ICMP Idle Timeout [s]: 300

ﬂ-

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Note the predefined firewall rules

192.168.1.1/SCALANCE S615

B B B B @ 0

8 a8

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click the IP Services tab
SIEMENS
2) In the box next to Service Name: enter 192.168.1.1/SCALANCE S615
HTTPS Internet Protocol (F) Service:

3) Click Create

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Ensure that the dropdown for Transport
shows TCP SIEMENS

2) Ensure the Source Port (Range) box
shows *

3) In the box under Destination Port
(Range) enter the value 443

4) Click Set Values

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the IP Rules Tab

SIEMENS
192.168.1.1/SCALANCE S615

-

Select Protocol  Acfon  From T Source(Range)  Destinaton(Range)  Serviee  log  Precedence
0 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click Create

2) Set Action to Accept

3) Set From to vlan{Engineering)

/) Set To as Device

5) Enter Source (Range) as 0.0.0.0/0

6) Enter Destination (Range) as 192.168.1.0/24
7) Set Service as HTTPS

8) Set Log as critical

9) Click Set Values

IP Version:
-—————————
IPv4  Accept ¥ | vian1 (Engineering¥ | Device v | 0.0.0.0/0 192.168.1.0/24 'HTTPS v | critical ¥ |0
1 nmry
[Create] [Delete] [Set Values] [Refresh]

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the Predefined IPv4 tab

SIEMENS

2) Under the HTTPS column in the vl
row uncheckthe box

192.168.1.1/SCALANCE S615

3) Click Set Values

I
i
[E R

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

S
1) NaVigate tChttpS//192 .168.1.1 & @@ hups/n9216811

Most Visited @ Getting Started [} Web Slice Gallery

2) There will be a security exception that will need to be confirme ...

192.168.1.1/SCALANCE S615
3) You should be taken to the secure web page for the S615 -

Please select one item of the menu on the left

SIEMENS

PLUG Configuration: ACCEPTED
PLUG License: ACCEPTED

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)

2)

3)

4)

5)

Firewallc Disable Predefined IPv4 Rules
Lab

If HTTPS succeeded, navigate
back to the Predefined IPv4 tab

Under the HTTP column in the
vlanl row uncheck the box

Acknowledge the Warning

Uncheck all of the other boxes fc
vlanl

Click Set Values

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

Warning: disabling both HTTP and HTTPS
will prevent access to the web-based
configuration.




SIEMENS

1) Click on the IP Rules tab

2) Click Create

3) Set Action to Drop

4) Set From to vlan{Engineering)
5) Set To as Device

6) Set Source (Range) as 0.0.0.0/0
7) Set Destination (Range) as 0.0.0.0/0
8) Set Service to all

9) Set Log to critical

10)Set Precedence to 50

11)Click Set Values

IP Version: puE]
Pvé. Accept  [w]vian1 (Engineelw | Device 0.0.0.0/0 192.168.1.0/24 [=] critical [&] 0
. Pvd. Drop [+]vian1 (Enginee[| Device 0.0.0.0/0 0.0.0.0/0 al [] critical [] 50|
2 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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Firewallc Ping Test
Lab

Ping 192.168.1.1

Ping 192.168.1.50

Page 94

SIEMENS

B CAWINDOWS\system32\cmd.exe

Copyright <c» 28609 Microsoft Corporation.
CislUzerssklutrml >ping 192.168.1.1

122.168.1.1 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 172.168.1.1:

Packets: Sent = 4, BReceived = B, Lost =

C:sUzerssklutrml >ping 192.168.1.58

1922 .168.1.58 with 32 hytes of data:
timed out.
timed out.
timed out.
timed out.

Ping statistics for 192.168.1.56:
Packets: Sent = 4, Received =

C=sUsers-klutrml >

All rights reserved.

4 (188 los=s>.

4 (1688 loss>.

| S |




SIEMENS

1) Navigate to and click on Information

SIEMENS

_ _ 192.168.1.1/SCALANCE S615
Z) Navigate to and click on Log Tables Fire: able

3) Click on the Firewall Log tab

4) Identify the ACCEPT and DROP messages Hos

ACCFPT(0) in'vian1 antln len'52

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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1)
2)
3)

4)

5)
6)
7)

8)

Navigate to and click on Security

SIEMENS

Navigate to and click on Firewall

Click on the IP Services tab

Name:

Click Create

Ensure Transport is TCP
Ensure Source Port (Range) is *

Enter the value 80 in the box under
Destination port on the HTTP row

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the IP Rules tab
2) Click on Create to create a new rule

3) Enter the parameters below for an HTTP rule (shown on
the second line)

P Version: | Pv4| - |

] Pvd. ~ Accept  [w]vlan1 (Engineelw ] Device [=] 0.0.0.010 1192.168.1.0/24 HTTPS  [&] critical [+] 0
] Pva Accept  [v]vlan1 (Enginee[w | Device  [+] 0.0.0.0/0 1192.168.1.0/24 HTTP [&] none [&]1
f M Drpp -vlanl (Englnee- Devsoe 0000/0 0. 0 0 0/0 all =] crtlcal - 50

3 entries.

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the ICMP Services tab

SIEMENS

: : 192.168.1.1/SCALANCE S615
2) Enter PingRequest in the box next R T s

Service Name:

3) Click Create

4) Select Echo Request (8) from the
dropdown under Type

5) Click Set Values

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the IP Rules tab

2) Click on Create to create a new rule

3) Enter the parameters below for a PingRequest rule for vianl to Device and vlanl to vlan3
4) Click Set Values

5) Test both HTTP and Ping
‘Goneralradaind P 1 Soiee oM Sanvies P Prfaces | 7 e |

IP Version:
Select Protocol ~ Acion ~ Fom  To  Source(Range) = Destinaton(Range) = Sewice = log  Precedencea
[l IPva | Accept ¥ ||vlan1 (Engineeri ¥ || Device ¥ | 0.0.0.0/0 192.168.1.0/24 |HTTPS v || critical ¥ |0
[ IPva | Accept v || vlanl (Engineeri ¥ || Device v | 0.0.0.0/0 192.168.1.0/24 |HTTP vinone v/[1
=71 | Accept v ||vlanl (Engineeri ¥ || Device v | 0.0.0.0/0 0.0.0.0/0 | PingReguest ¥ || none vz
[ IPva | Accept v ||vlanl (Engineeri ¥ | vlan3 (Controls) ¥ | 0.0.0.0/0 0.0.0.0/0 | PingRequest || none v|3
L1 IPv4 | Drop v | vlanl (Engineeri ¥ | Device v | 0.0.0.0/0 0.0.0.0/0 | all v || criical ¥ | 50
5 entries.
[Create | [Delete |[S<i Valuc: | [Refresh]
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SIEMENS

| mscamcesasvesnn. G
1) Delete all NETMAP Entries (€) 08 hepsino21ea1s

Most Visited @ Getting Started ] Web Slice Gallery

Z) Disable Firewall SIEMENS

=@ = 192.168.1.1/SCALANCE S615
@)G)‘ e ¢ || Q search B 3 A = ‘Firewall General

Most Visited @ Getting Started [[J] Web Slice Gallery

f Il SCALANCE S615 WEB Man... *

| Englisn [] Ge

192.168.1.1/SCALANCE S615 0312212017 12:58:18

SIEMENS Activate Firewall

TCP Idle Timeout [S}: 86400
UDP Idle Timeout [s]: 300
ICMP Idle Timeout [s}: 300

Type: Source
Source Interface: vlanl (Engineering)

Destination Interface: vlanl (Engineering)
Source IP Subnet:
Translated Source IP Subnet:
Destination IP Subnet:
Translated Destination IP Subnet:

[ —

0 entries.




SIEMENS

1) Navigate to and click on System

2) Navigate to and click on Configuration

A. Alternatively, note the hot link at the top of the screen will go to t

correct screen
3) Click Write Startup Config button

4) Acknowledge the Success Popup

The current configuration has been
successfully saved

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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» Information

»System

» Configuration
» General

» Restart

» Load&Save

» Events

» SMTP Client
» SNMP

» System Time
» Auto Logout

» Syslog Client

» Fault
Monitoring

»PLUG
»Ping

»DNS
»DHCP
»cRSP /SRS
» Proxy Server
» SINEMA RC

» Interfaces
»Layer 2
»Layer 3

» Security

»Wizards

¥ Telnet Server

¢/ SSH Server
|| HTTPS Server only
[ | SMTP Client
|| syslog Client
DCP Server: | Read/Write v |
Time: | pManual v |

SNMP: | SNMPviNvZev3 v |

¥/ SNMPv1/v2 Read-Only
[ | SNMPv1 Traps
Configuration Mode: | Trial v |







SIEMENS

1) Browse to https://172.16.10.250

2) Login using the appropriate credentials
A. username: stationOX (where X is the station number)
B. password: Admin!123

SIEMENS SINEMA Remote Connect
User name: |
Password:
Unrestricted © Siemens Industry, Inc. 2017
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Help @

9/19/2017, 6:50:24 PM ©

Language:




SIEMENS

1) Click on Create

SIEMENS SINEMA Remote Connect Help @ Q/26/2017, 11:26:47 AM @  Language:

Logged on as "station03"

~
Log off L=

i no filter active

seacntier a1 &0 prectse maten | gy ter | Showai

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Enter a Station0OX_ S615 (where X is the station number)
2) Enter additional (optional) information

3) Select the Type of connection as Permanent

4) Click Next SIEMENS SINEMA Remote Connect

Logged on as "admin"

Log off

Connection parameters:

*Name of the device: Station01_S615 |

GSM number: | |

Device information:

Type: SCALANCE S615

Vendor: |Siemens

Location: |Training Class

“Type of connection: Permanent

SMS gateway provider: |

Comment: |You r Comment Here]

Unrestricted © Siemens Industry, Inc. 20
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SIEMENS

1) Leave the default settings

2) Click Next

SIEMENS SINEMA Remote Connect

Logged on as "admin”

Log off

Connection parameters:
* VPN connection mode:
Ipsec profile: - x|
Request virtual IP address
[ Use fixed IP address

Fixed IP address: | |

OpenVPN connection parameters:

IP address: | Port: | @ Protocol: -

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved
Page 106



SINEMA Remote Connect
Labg Device Creation

Check box next to Connected local subnets
Local LAN IP address
192.168.1.1
Network mask
255.255.255.0
Check next to Device is a network gateway.

Click Add

© Exit dialog

Check box next to NAT for local subnet
Virtual local LAN IP address
172.17.X.1(where X is the station number)
Network mask
255.255.255.0

ClickNext

Page 107

SINEMA Remote Connect

SIEMENS

New device

Device VPN connection mode  Network seiting Group membership: Passwor d

Connection parameters:

[El connected local subnets

Local LAN IP address:
Network mask: [E Device s a network gateway Add

Local subnet Network gateway Actions
192.168.1.1/24 Yes x

1:1 NAT

[E) NAT for local subnet

Virtual local LAN IP address: |172.17.6.0
Network mask: | 255.255.255.0 Local subnet: 192.163.1.1f24j Add
Virtual local LAN Local subnet Network gateway Actions
172.17.5.0/24 192.168.1.1/24 Yes x
NAT for local hosts
Virtual local LAN IP address: =l Local host: Add
Back Next



SIEMENS

1) Check the appropriate Group membership based on station number
(EvenStationsr OddStation}

1 Do not click on th&venUsersr OddUsers

2) Click Next

SIEMENS SINEMA Remote Connect

Logged on as "station03"

Fa |

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Enter and confirm password
A. Admin!123

2) Click Next

Logged on as "station03"

L|::-| off

Mame of the device: Station05 S615

* New password: | |

*Eﬂrrlimpnssmd:| |

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

SIEMENS SINEMA Remote Connect
1) Confirm settings are correct T

.
Log off L=

2) CIiCk FiniSh IP address of the VPN server 172.16.10.250

Web server port 443

[ - -

int: BC:DD:54: A:FB:03: FB:71:4D:A2:04:10:3F:20:30:78

MName of the device: Station05_S615

o s vt e

102 168.1.1/24 Yas

T R

172.17.5.0/24 192.168.1.1/24 Yes

g TS

‘Groups: OddStations
VPN connection mode: OpenVPN
IPsec profile:
Request virtual IP address: Yas
Fixed IP address
|Psec certificate:
Local ID:

ID of the partner

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Click on the information button

Logged on as "station05"

~
Log off R

i no filter active

Seachther Al x| & O prssemacn | opiyiter || Sowal |

| Station05_S615 192.168.1.1/24 172.17.5.0/124 OpenVPN olcaa s BN

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

1) Note the Device ID and Fingerprint
A. These are needed to set up the S615

Logged on as "station05"

Log off i Change password Device overview

Device information:

IDevioe ID: 17 I

IP address of the VPN server 172.16.10.250
192.168.10.225

IP address of the Web server 172.16.10.250
192.168.10.225

Web server port 443

e -

I Fingerprint: 8C:DD:54:0B:BC:2A:FB:03:1E:09:FB:71:4D:A2:94:19:3F:29:30:78 I

Name of the device: Station05_S615

s e

192.168.1.1/24 Yes

o Lot W

172.17.5.0/24 192.168.1.1/24 Yes
Unrestricted © Siemens Industry, Inc. 2017 All ri
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SINEMA Remote Connect SIEMENS

Labg S615 ConfigurationFingerprint

SIEMENS
SINEMA RC Address 192.168.1.1/SCALANCE S615

172. 16 ] 10 ] 250 Wekome admin - SINEMA Remote Connect (SINEMA RC)
SINEMA RC Port tosau
443 FWizards Enable SINEMA RC

FInformation

Veriﬁcat|0n Type e . . Server Setlings

Flngel’prlnt F Configuration SINEMA RC Port: 443
Fingerprint :E::::l Server Verification
Enter noted fingerprint from SRC information page (recommend to =

kEvents Fingerprint:

copy and paste)
DeVice |D e Device Credentials

k System Time

Enter noted Device ID from SRC information page

. Device Password:
k Syslog Client

Device Password

Password entered when configuring device in SRC P

Type of connection: Auto j

Leave Optional Settings as default .

»ONS Use Proxy: none El

CIle Set Va|UeS »DHCP Autoenroliment Interval [min]: 60
Click Check Box to Enable SINEMA RC

¥ Proxy Server

Click Set Values »SINEMA RC
*interfaces
kLayer 2
kLayer 3
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SIEMENS

. IEMEN
1) Browse to Information > SINEMA RC SIEMENS 192 168.1.1/SCALANCE S615

Status: established
Remote Address: 172.16.10.250
Tunnel Interface Address: 10.8.1.2
Connected Local Subnet(s): 192.168.1.0/24 translated to 172.17.5.0/24

2) Verify the Status is established

Connected Remote Subnet(s): 10.8.1.0/24
10.8.0.0/24
172.32.0.0116

Fingerprint: 8C:DD:54:0B:BC:2A:FB:03:1E:09:FB:71:4D:AZ2:94:19:3F:29:30:78

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved
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SIEMENS

1) Go back to SINEMA Remote Connect (log back in if necessary)
A. Click the key icon on the line of the device for the correct station.
B. Save file to Desktop

Logged on as "station05"

~
Loqg off L=

i no filter active

Search fiter: Al = Q [ Precise match  Applyfiter |~ Showall |

Station05_S615 192.168.1.1/24 172.17.5.0/24 d!! &sn
| Creale | Import | Copy | Delete |

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved.
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SIEMENS

SIEMENS
1) Log back in to the S615 192.168.1.1/SCALANCE S615

["] Enable SINEMA RC

2) Uncheck box next to Enable SINEMA RC
A. SINEMA RC needs to be disabled to make modifications

Server Setlings
SINEMA RC Address:
SINEMA RC Port: 443

3) Set Values

Server Verification
Verification Type: Fingerprint =
Fingerprint:
CA Certificate: -
Device Credentials
Device ID: 0
Device Password:
Optional Settings
(& Auto Firewall/NAT Rules
Type of connection: Auto =
Use Proxy: none .

Autoenrollment Interval [min]: 60
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SIEMENS

SIEMENS
1) Browse to System boad&Save 192.168.1.1/SCALANCE S615

2) Click on the Passwords tab -
3) X509Cert e

A. Enter the password used for the device anc. ™
again in the confirmation space HTPSCett  HTIPS Cercate C

5. Click the check box under Enabled »Gonfguraton
4) Click Set Values U

FSNMP

¥ System Time
FAuto Logout

¥ Syslog Client
»Fault

FPLUG

FPing

FDNS

FDHCP
FcRESP /SRS
} Proxy Server
FSINEMA RC

Finterfaces
rlLayer 2

Unrestricted © Siemens Industry, Inc. 2017 All rights reserved. e
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SIEMENS

SIEMENS
1) Browse to System boad&Save 192.168.1.1/SCALANCE S615

3) X509Cert
A. Click Load o

. . » Information Type  Descripion  load  Save  Delete
2. Select the file and click Open confi Starup Gonfiuraton T T—
. ~system ConfigPac Starup Gonfig, Users and Corticates [ Tosd ][ Sawe ]
C. Acknowledge that the File was successfully »Contiguration  Debug Debug Inormaton or Siemens Support s | Beew |
»General Firmware Firmware Update
Ioaded R HTTPSCert HTTPS Certificate Delete |
, LogFile Event, Security, Firewall Logs
Dgenfile “ | RunningcLi *show running-config all' CLI settings
:::::op ’;||§|| media | Shared | Siemens | Training | 2017 | Tcc | DiD_SRC _ﬂ l;Mphh l;m;;:‘mim
Ratocuments Name ¥ | Size Modified Y508 ce,ﬂl 3;“ ol
{3 Downloads
[ Music
i Pictures
i videos
[ Shared

# Other Locations

@ File was successfully loaded

Cena [ |




SIEMENS

1) Browse to Security > Certificates
2) Verify the Certificates Exist

U Note the certificates all have pemextension

SIEMENS
192.168.1.1/SCALANCE S615

_

Station05 S615 Cert.pem
D Machine Cert S615 valid CN=5tation05_5615@P.1 CN=CA 000001 SINEMA RC

09/25/2017 16:50:58 09/27/2018 16:50:58 -

Station05 S615 CACert.pem

D CA Cert 15 valid CN=CA 000001 SINEMA RC CN=CA 000001 SINEMA RC 09/18/2017 21:27:13 09/18/2027 21:27:13 -
Station05 S615 Key.pem

[:] Key File 15 valid CN=5tation05_S615@P.1 CN=CA 000001 SINEMA RC 09/25/2017 16:50:58 09/27/2018 16:50:58 -

3 entries.
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IEMEN
SINEMA Remote Connect > >

Labg S615 ConfigurationCertificate

SIEMENS
SINEMA RC Address 192.168.1.1/SCALANCE S615

172.16.10.250 Welcomeadmin SINEMA Remote Connect (SINEMA RC)
SINEMA RC Port bt
443 ” Enable SINEMA RC

Ve rifi Catl O n Type :'v”‘"'“““” R Server Settings
CA Certificate  SNEMARCPot 4
CA C e rtlfi Cate : ;:‘irr” Server Verification

certificate file (*pem) in the dropdown (there should only be one

ngerprint: 8C:DD:54:0B:BC:2A:FB:03:

file available for selection)

ertificate: | Station05_S615_CACer ¥

Device ID
Enter noted Device ID from SRC information page

Device Password o
Password entered when configuring device in SRC -

Leave Optional Settings as default . — '

Click Set Values DGR Adoeoiment e i 6

Click Check Box to Enable SINEMA RC

Click Set Values
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SIEMENS

1) Browse to Information > SINEMA RC SIEMENS
192.168.1.1/SCALANCE S615

Status: established
Remote Address: 172.16.10.250
Tunnel Interface Address: 10.8.1.2
Connected Local Subnet(s): 192.168.1.0/24 translated to 172.17.5.0/24

2) Verify the Status is established

Connected Remote Subnet(s): 10.8.1.0/24
10.8.0.0/24
172.32.0.0/16

Fingerprint: -
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SIEMENS

Help us to better serve you! Please take a moment for our survey

Add Survey Monkey Link and QR code to follow
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SIEMENS

Rick Kluth

RickKluth
Network Solutions Consultant

Murfreesboro, TN USA
Phone (919) 603029

Email:

Answers for industry.
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Add Survey Monkey Link and QR code to follow
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